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LCDR Kevin Reed & Mr. Bob Reimann, CG-544 (Office of Port and Facility Activities).

There continues to be a significant amount of interest by Congress on the protection of LNG and other CDCs.  In order to ensure the Coast Guard can properly meet its responsibilities to assure the security of CDC transshipment in U.S. waters.  It is imperative that a Coast Guard CDC risk management strategy be developed to ensure the proper mix of protection and response resources are available to manage the transport risk.

One of the major efforts to meet this risk reduction effort “head on” was to host a Cargo Security Symposium (CSS) .
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Office of Port & Facility
Activities

Maritime Transportation Security Act (MTSA)

Security & Accountability for Every (SAFE) Port Act
Transportation Worker Identification Credential (TWIC)
Marine Environmental Protection
Port recovery/resiliency

Cargo security policy

Prevention outreach
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Office of Port & Facility Activities

Brief overview of responsibilities within  CG-544
Headquarters office in Washington, D.C.
Main areas we are responsible for – listed
Maritime Security Transportation Act (M.T.S.A.) regulations, include as amended by SAFE Port Act
Transportation Worker Identification Credential (T.W.I.C.) regulations
Marine Environmental Protection
Port Recovery / Resiliency
Cargo Security Policy
[prevention outreach = NMSAC, HP/AWS, AWW]
Anything to do with safety and security of domestic ports



Framing the CDC Risk

» Certain Dangerous Cargoes (CDC) have chemical properties, e.g.,
toxicity, flammability, reactivity etc., that if released could produce
serious consequences.

« CDCs are transported and/or transferred daily near high density
population areas and maritime critical infrastructure and key
resources in U.S. ports and on U.S. waterways.

« Maritime policies and practices for facility siting, transportation and
security of CDC are not always consistent among ports nationwide.

 Each cargo, if successfully integrated into a mode of attack,
presents a set of potential risks (i.e., loss of life, critical
Infrastructure, economic impact). These can be mitigated through
prevention and response measures, sound planning, shared
responsibility by all maritime stakeholders and strong risk
management practices.
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1.  CDCs carried by maritime mode as defined by 33 CFR 160.204 . (Our focus is on BULK CDCs only!)

29 bulk CDCs (10 are the focus of the Workgroup’s study).

Coast Guard has sponsored several studies that show the severe consequences of a potential release of certain CDCs e.g., chlorine and ammonium nitrate.


Barge Importance

. I& .
Mode Hopper Truck Hopper Railcar Barge
AN Capacity 24 tons 96 tons 1,440 tons
TNT 5 tons 21 tons 317 tons
Equivalent
| | |
Barge
Rail car
Truck
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(U) Number of miles one ton can be carried per gallon of fuel
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1.  In order to get a good frame of reference to know/realize just how much hazardous material we’re talking about (dry cargo):

1 barge full of dry cargo is equal to 15 jumbo rail cars and 50 large 18 wheelers!



Tank barge to rail cars
or trucks

1 barge = 46 rail cars = 144 trucks
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This slide shows the cargo capacity of a barge that carries liquid products to rail cars or trucks.   



Fleeting
areas
approved
for CDCs
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1.  A lot of fleeting areas around the country!


Cargo Security

Symposium
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1.  The Cargo Security Symposium was held to engage private and government stakeholders in discussions on a range of issues involving the security risks posed by movement of CDCs throughout the U.S. Maritime Transportation System (MTS).  The Cargo Security Symposium brought together approximately 120 invited stakeholders to discuss the issues and share one another’s concerns about CDC security. 

2.  Attendees represented a diverse mix of industry (shippers, facility operators, and carriers), state and local government representatives (law enforcement, emergency response, and homeland security), other government agencies, congressional staff, legal and insurance industries, and U.S. Coast Guard (field and headquarters) representatives.



Key Objectives

e Gain industry & OGA perspectives and develop a
common understanding of the “current state” including
assessment and identification of the suite of risks
associated with the maritime transportation of CDC on
U.S. waterways and the limitations of security resources.

« Characterize the roles and responsibilities of federal,
state/local, and industry partners and stakeholders to
identify current overlaps, seams and gaps.

* Build consensus of key issues to inform the development
of a National Security Strategy for the Marine
Transportation of CDC.
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The Cargo Security Symposium was designed to fully engage the various stakeholder communities in order to leverage their experience and record their ideas and concerns on maritime safety and security issues. 

Distinguished speakers and national experts first informed the attendees on maritime homeland security threats, initiatives, and concerns.

Notes from initial planning meeting for the Coast Guards CDC Risk Reduction efforts:

Point 1: RDML Cook’s opening remarks highlighted the fact that while much of the attention has historically been focused on LNG, the workgroup will be geared towards the mitigation of all risks posed by all CDCs.

Point 2: We have requested that ICC provide a brief that highlights unacceptable risk. The planning staff has also reached out and requested briefing support from DTRA (Defense Threat Reduction Agency). The briefings will convey any world wide attacks on hazardous cargo carriers over a 30 year span as well as any of the groups suspected of being active in US.

Point #3 – A portion of the shared responsibility  discussion must include dialog regarding leveraging available funding sources to augment costs associated with providing appropriate waterside security (PSG’s). The CG must decide to what extent we want to pass the idea of shortfalls of equipment & personnel (may be a non-issue). 

Point #4 – Lending additional time for the breakout sessions would improve the overall value as it pertains to incorporating the findings into a strategy or policy. The original ending point of 1230 was based on the idea of accommodating the attendees flight plans and extending to them greater flexibility for departure. 



CDC Risk Management
Building Blocks

Resource Allocation

Sector Decision Making

r

Regulatory Options

_—

Mitigating Factors / Risk Reduction

Risk Rankings

1r

Commodity Studies

Consequence Studies
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1.   One of the many ways we are making risk-based decisions when it comes to CDCs.


Risk Reduction Efforts

* Risk Reduction Workgroup
Refreshed/revisited as the COMDT
identified the need to broaden the focus of
our security efforts beyond the narrow
scope of LNG to include the broad range
of CDCs carried by maritime mode.
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Coast Guard Headquarters has chartered a Cargo Security Risk Reduction Workgroup comprised of DHS and Coast Guard staff members, Coast Guard field personnel, state/local and industry representatives. 

The National Maritime Security Advisory Committee (NMSAC) is sponsoring the workgroup along with members of the Chemical Transportation Advisory Committee (CTAC) who are actively supporting the CDC security initiative by identifying key issues that must be addressed in the development of a National Security Strategy for the maritime transportation and transfer of CDCs. 

The workgroup is exploring factors impacting the movement of CDCs from a national level with a keen focus on the regional sensitivities involved.  The regional perspective will help address the point that no two ports are the same.  A solution that works in the port of Houston may not achieve the same degree of success if implemented in the port of New York, Tampa or Los Angeles based upon varying local factors. 




WG Participants

» (CG-544/ Port and Facilities Activities (Lead)
e Sponsored under NMSAC with industry involvement:
« AWO
» Kirby Corporation
e Tricon Energy (CTAC chair)
« State & local representation (Miami Nation)
« (CG-522/ Operating and Environmental Standards
« (CG-543/ Vessel Activities
« (CG-541/ Waterways Management
« (CG-532/ Counter Terrorism and Defense Operations
« (CG-533/ Incident Management and Preparedness
« CG-731/ Boat Forces
« CG-741/ Shore Forces
o« (CG-0941/ Operational Law Group
« LANTAREA/PACAREA
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1.   Our charter for the workgroup was signed by the Deputy Commandant for Operations (VADM Brice-O’Hara now RADM Salerno).  The Charter officially assembles, organizes and governs the Certain Dangerous Cargo Risk Reduction Workgroup.  

2.   CG-544 is the convening body for the Workgroup.  CG-544 is the program management office that will coordinate the work of the Workgroup and integrate the Workgroup products into a broader strategy that includes industry and other government agencies.
  
3.  We would like to invite a Marine Board member to our next Risk Reduction Workgroup. The next workgroup meeting is scheduled for 18 May (tomorrow)  however, if you get together and work schedules with  Mr. Reimann, we would be happy to accommodate a Marine Board representative at the next couple of workgroup meetings. 


WG Action Item List

e Conducted a total of 7 meetings.

e Strong input/support from Coast Guard with
active participation from industry through CTAC
& NMSAC.

* Review of all current regulations and the roles
and responsibilities of the different
divisions/offices within Coast Guard
Headqguarters.
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Met 7 times with plans to hold additional meetings before the end of July/beginning of August in order to provide ABS Consulting (primary contractor) plenty of time to provide us with a “draft strategy” due by 30 Sept 2010.

All participants have been very helpful to date.  Especially our representatives from industry who sit in on the advisory committee’s on our workgroup (NMSAC & CTAC).  

3.  ABS Consulting is working on a “matrix” of the different functions within Coast Guard Headquarters.  Within CG headquarters there are 14 offices whose mission directly or indirectly relates to the Coast Guard’s CDC transportation security capabilities.  Many are represented within the CDC risk reduction workgroup.   We believe this will provide unity of command, and help align divisions/offices to improve mission execution in most of our CDC risk management reduction efforts.

 


National CDC Security Strategy

« Workgroup Progress

* Defining Key Maritime Areas

» Using Maritime Security Risk Analysis Model (MSRAM)
 Identifying role of state & local authorities

 Identifying potential role of private security

e Comparing national vs. local risk

3
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Five deliverables:
 
National CDC Security Strategy
 
Cargo Security Symposium report (completed)
 
Commodity Flow Study (30 Sep 2010)
 
Workgroup final report  (30 Sep 2010)
 
Listening Sessions (Fall 2010)



National CDC Security Strategy

« Commodity Flow Study

 Topten CDCs moved in bulk: LNG, propane, chlorine,
anhydrous ammonia, ammonium nitrate, propylene oxide,
butadiene, butane, vinyl chloride, acetone cyanohydrin

 Site visits by ABS & CG-544

14
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Commodity Flow Study (CG-544 contract with ABS Consulting; Start date, 30 Sept 2009)
29 CDC’s carried in bulk via maritime mode. 
This list is a guideline to be used by ABS completing the commodity flow study deliverable but does not limit or restrict the direction of the final report:  Other cargos found during the course of the study which meet criteria found in 33CFR160.204 will be included if they are of interest to the Government.
The cargoes have been cross vetted through IRVMC, the results from the ABS Consequence Study and input from industry representatives on CTAC. 
The 10 cargoes listed above represent those of the highest consequence along with those which are most commonly transiting through U.S. Ports.
The cargoes listed were re-vetted through industry at the Symposium to ensure maximum alignment prior to the commencement of contractor work on the commodity flow study. 
 



National CDC Security Strategy

e Products

National CDC Security Strategy

» Cargo Security Symposium Report
» Commodity Flow Study

» Workgroup Report

» Listening sessions

15
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1.  These are the products that will help inform the National Security Policy.


End State

 Ensure full scale scoping of stakeholder equities.

e Socialization of the notions of Unacceptable
Risk, shared responsibility and alternative
security solutions.

 Development of a National CDC Security
Strategy.
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Industry, OGA’s, state & local shareholders.�
Unacceptable Risk is the concept in the agenda that calls upon the fact that while efforts are being made, there are significant gaps. There is never a 100% guarantee that  consolidated efforts would prevent any/all chances of an attack or incident. The term unacceptable denotes that improvements are still to be made before one could reasonably say, “we took every reasonable precaution possible to prevent an incident”.  


Program POCs

 LCDR Kevin Reed
kevin.b.reed@uscg.mil
(202) 372-1109 (PM USCG)

 Bob Reimann
robert.t.reimann@uscg.mil
(202) 372-1146 (COTR and PM
USCG)
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Thank You
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Back Up Slide

Development Timeline

 25AUG 2010: Listening Session #1 — Houston,
TX

o 22 SEP 2010: Listening Session #2 — St. Louis,
MO

e 23-29 SEP 2010: Complete draft CDC Security
Strategy

e 30 SEP 2010: Submit draft for review/approval
« 31 DEC 2010: Complete CDC Security Strategy
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